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DETAILED ACTION 

1 . This action is in response to the RCE filed 09/1 2/2005. Claims 24-26, 29-31 , 34- 
36 and 39-41 have been amended. 

Response to Arguments 

2. Applicant's arguments filed 09/12/2005 have been fully considered but they are 
not persuasive. Applicant argues (page 9, last three paragraphs) that Yoshida only 
teaches verifying the integrity of data transferred between a main board and a 
peripheral device (i.e., a hard disk) but does not teach verifying data transferred 
between two network devices, the information handling apparatus (IHA) and the 
network adapter, via a network infrastructure . The limitation "via a network 
infrastructure" is interpreted as "using/over a network". It is noted that the amended 
feature upon which Applicant relies on is not supported by the originally filed 
specification. The specification discloses that each network node/network device 
includes an IHA coupled to a network adapter (i.e., a NIC) via a local bus such as I/O 
bus and that data is transferred between the IHA and the NIC using direct memory 
access (DMA) (page 4, 1 st full paragraph; page 5, 2 nd paragraph). Figure 1 and the 
specification (page 2, 2 nd paragraph) show that outgoing data from the IHA passes 
through the NIC before reaching the network and incoming data from the network 
passes through the NIC before reaching the IHA. Thus, the originally filed specification 
does not support the embodiment in which the IHA transferring the security association 
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via a network infrastructure to a network adapter so that the network adapter can use 
the security association to perform offloading cryptographic functions. 

Claim Rejections - 35 USC §112 

3. The following is a quotation of the first paragraph of 35 U.S.C. 112: 

The specification shall contain a written description of the invention, and of the manner and process of 
making and using it, in such full, clear, concise, and exact terms as to enable any person skilled in the 
art to which it pertains, or with which it is most nearly connected, to make and use the same and shall 
set forth the best mode contemplated by the inventor of carrying out his invention. 

4. Claims 24-43 are rejected under 35 U.S.C. 112, first paragraph, as failing to 
comply with the written description requirement. The claim(s) contains subject matter 
which was not described in the specification in such a way as to reasonably convey to 
one skilled in the relevant art that the inventor(s), at the time the application was filed, 
had possession of the claimed invention. Claims 24, 29, 34 and 39 claim a method, 
apparatus, system and program for transferring security association (SA) from an IHA to 
a network adapter via a network infrastructure , the network adapter performing 
offloading cryptographic functions over incoming/outgoing packets using the SA. The 
limitation "via a network infrastructure" is interpreted as "using/over a network". The 
specification does not disclose that the security association (SA) is transferred from an 
IHA to a network adapter via a network infrastructure. The specification discloses that 
each network node/network device includes an IHA coupled to a network adapter (i.e., a - 
NIC) via a local bus such as I/O bus and that data is transferred between the IHA and 
the NIC using direct memory access (DMA) (page 4, 1 st full paragraph; page 5, 2 nd 
paragraph). Figure 1 and the specification (page 2, 2 nd paragraph) show that outgoing 
data from the IHA passes through the NIC before reaching the network and incoming 
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data from the network passes through the NIC before reaching the IHA. Thus, the 
originally filed specification does not support the embodiment in which the IHA 
transferring the security association via a network infrastructure to a network adapter so 
that the network adapter can use the security association to perform offloading 
cryptographic functions. For examination purposes, the amended feature that is not 
supported by the originally filed specification will not be considered. Claims that are not 
specifically addressed are rejected by virtue of their dependency. 

Claim Rejections - 35 USC § 103 

5. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

6. Claims 24-43 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Anand et al (6,370,599) in view of Yoshida (5,928,372). 

Regarding claim 39, which are representative of claims 24, 29 and 34, Anand 
discloses a system comprising: a network adapter being capable of being coupled to an 
information handling apparatus (IHA) via a bus (fig. 1, elements 53, 21-23), said 
network adapter comprising an integrated circuit capable of receiving a security 
association (SA) generated by said IHA (col. 8, lines 21-35; figures 3-4 and 
corresponding text). Anand teaches transferring data from the IHA (i.e., the CPU) to the 
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network adapter; however Anand does not teach verification of data transferred 
between the CPU and the network adapter, which is a peripheral device. Yoshida 
teaches data verification in a data transfer system in which a host processor transfers 
data and a first integrity indicator generated by the host processor to a peripheral device 
(i.e., the hard disk unit) and the peripheral device generates a second integrity indicator, 
verifies that the received data is similar to the data sent by the host processor by 
comparing said first integrity indicator to said second integrity indicator (col. 1 , line 60 - 
col. 2, line 20; figures 20-21 and corresponding text). Anand and Yoshida are 
analogous art because they are from a similar problem solving area, which is 
transferring data from a host processor to a peripheral device. It would have been 
obvious to one of ordinary skill in the art at the time the invention was made to 
incorporate the Yoshida's teaching of data verification into the Anand system in order to 
insure the correctness of the reception data (col. 9, lines 47-54). Accordingly, the IHA 
generates and sends a first integrity indicator to the integrated circuit, the integrated 
circuit receives the first integrity indicator, generates a second integrity indicator based 
on said SA, verifies that said SA received by said integrated circuit is substantially 
similar to the SA generated by said IHA by comparing said first integrity indicator to said 
second integrity. 

Regarding claims 25-26, 30-31, 35-36 and 40-41 , Yoshida further discloses that 
the data checking integrity method used to generate the first and second integrity 
indicators is a cyclical redundancy checking computation method, a checksum 
computation method or a parity checking method (col. 10, lines 55-67). 
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Regarding claims 27, 32, 37 and 42, Yoshida further discloses that the peripheral 
device indicates the integrity of the data received to the host processor (figure 21 , 
element 24). 

Regarding claims 28, 33, 38 and 43, Yoshida does not explicitly disclose setting 
an integrity error indicator bit in a memory of the host processor. However, this feature 
is deemed to be inherent to the Yoshida method as element 24 of figure 21 shows that 
the peripheral device provides the comparison result signal to the host processor. The 
Yoshida method would be inoperative if there were no register/memory on the host 
processor to store the comparison result signal. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Minh Dinh whose telephone number is 571-272-3802. 
The examiner can normally be reached on Mon-Fri: 10:00am-6:30pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-21 7-91 97 (toll-free). 
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